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EJN work on e-Evidence

Due to the increase of cases involving e-Evidence the EJN has taken the following steps:

• 2014 – Appointment of an EJN Contact Point for the United States/At USA request
presentation under the Italian Presidency to raise awareness

• 2016 – Presentation made by Ken Harris – DoJ- during the SK Presidency
• 2017 – Training for the EJN Contact Points covering cooperation issues (probable
cause!), including electronic evidence/ nomination of CPs at the DoJ Cyber Team

• 2018 – EJN Working Group on Electronic Evidence
• 2018 – At the invitation of the EU Commission started contributing to the SIRIUS
Project

• 2019 – Started providing feedback to the EU Institutions on the legislative proposals;
• 2019 – Established a dedicated area of the EJN website on e-Evidence and started
preparing the website to support the e-Evidence Digital Exchange System (e-DES
platform);

• 2019 - the Finnish Presidency dedicated to discuss best practices on gathering e-
Evidence;

• 2020 – Started its active contribution to the UN Practical Guide;
• 2020 – Published the e-Evidence Fiches Belges on the EJN website; and
• 2021 – Presented in COPEN its position and a comparison between the EIO and the
legislative proposal





EJN e-Evidence Fiches Belges: 
How to obtain e-Evidence from the EU Member States?

1. Definition of electronic evidence;

2. Which measures are possible in your Member State under International Judicial Cooperation?;

3. Procedure for obtaining electronic evidence: National and International procedures;

4. International legal framework applicable for this measure in the Member State;

5. Competent authority to receive and execute your request;

6. Accepted languages;

7. Definition of data category and examples: subscriber, traffic/transaction and content data in terms of 
requirements and thresholds for access to data needed in specific criminal investigations;

8. Voluntary – disclosure: admissibility in the procedures and possibilities for the companies in the MS;

9. Data retention periods;

10.Procedure for preservation of data;

11.Procedure for data production; and

12.Practical information: additional details and tips.

https://www.ejn-crimjust.europa.eu/ejn/EJN_DynamicPage/EN/83


EJN e-Evidence Fiches Belges: definition (example) 



Identified needs for practitioners in 
the EU Member States

- Support the dialogue with other regional networks to facilitate the
understanding and improve the access to e-Evidence (e.g. developing of
the Fiches Belges for other regions)

- Support the dissemination of the information on electronic evidence by
continuing the population of the EJN website and increasing awareness
about the SIRIUS platform, EuroMed Guides, UN Practical Guide and other
resources;

- Continue the training of EJN Contact Points (as consulted by their
colleagues) and practitioners

- Provide feedback to the EU Institutions/national authorities to improve the
current procedures for gathering electronic evidence

- Complete the role of the EJN to support practitioners on the EU legislative
proposals – jointly with Eurojust and EJCN
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